
 

Getting Started with InSight 
Desktop 

This document introduces you to InSight Desktop. It highlights basic functionality and 
shows how to perform some routine tasks. For detailed information about InSight 
Desktop, refer to its online help or the InSight Desktop User's Guide. This document 
assumes that you have already installed the Developer Kit software, including InSight 
Desktop. 
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Start InSight Desktop by double-clicking on the desktop icon or from the Startup menu.  

Work areas 
The InSight Desktop environment contains the following work areas: 

• Adapters view lists all adapters and their nodes that are accessible to InSight 
Desktop over the Ethernet. If no adapters/nodes are accessible, this window is 
empty. 

• Capture sessions contain data captured from a node or set of nodes. Each tab 
represents a different capture session. A capture session is initially live—that is, it 
contains real-time network data that InSight Desktop captures as it is broadcast. 
Live capture sessions can be saved to files and replayed at any time.  

• Editor panes display the data of a capture session. Up to five editor panes display 
different views of the captured data. 

InSight Desktop is installed with two saved session files, which are accessible from the 
menu option Help | Demos.  

Session file preferences 
You can set general preferences for InSight Desktop that apply to all capture sessions. 
InSight Desktop saves these preferences and uses them each time it restarts. 

In order to recreate the environment that this document describes, follow these steps: 

1. Choose the menu option File | Preferences 

2. From the Preferences dialog, choose Decoding 

3. Under Custom Decoders, check Sensor-Sink Decoder 

4. Click OK 

Sensor-sink demo 
From the Help menu, open the saved session file Sensor-sink demo. The InSight 
Desktop workspace displays this session as follows: 

Starting InSight 
Desktop 

Opening a session 
file 
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Figure 1. Sensor sink demo 

Editor panes 
Editor panes display different views of session data. Up to five editor panes can be 
open at any one time: 

• Map provides a graphical view of the network, where nodes are displayed as dots 
with their network identifiers. The map also displays network connectivity and real 
time traffic: over-the-air messages are represented either as arrows for direct 
messages, or as circles for broadcasts. 

• Transactions displays high-level node interactions that comprise multiple events. 

• Events represents all network occurrences at the most basic level. The Events 
pane shows individual over-the-air packets, individual calls to Ember’s APIs, 
specific debug events such as node reset, and application-level debug printf 
statements. 

• Event Detail displays the decoded contents of the event selected in the Events 
pane.  

• Hex Dump displays the data of the selected event in raw bytes. InSight Desktop 
highlights bytes that map to the data currently selected in the Event Detail pane. 
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You can step through the individual transactions and events that comprise a session, 
and analyze their data. The following sections focus on two event types: 

Over-the-air events 
Item 14 in the Transactions pane represents an Association, a ZigBee term that 
describes a node's attempt to join a network and the network's response: 

 

Figure 2. Selection of a transaction and associated display in Map and Events panes 

Transactions and associated events 
When you click on transaction 14, InSight Desktop updates the data in the Map and 
Events panes as follows: 

• The Map pane displays an arrow from node 0x01FF to node 0x0000. This indicates 
that node 0x01FF is joining the network through node 0x0000. 

• The Events pane shows six over-the-air packets that comprise an Association 
transaction: 16, 17, 19, 20, 22, and 23. These packets are enclosed by a single 
bracket to show that they belong to the same transaction.  

Event data 
Each column in the Events pane provides high level information about a given event: 

• Time shows the time the event occurred relative to the beginning of the session. If 
a capture involves multiple nodes, the chronological ordering of events provides a 
real-time snapshot of interaction between them.  

Analyzing session 
events 
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• Summary typically contains the ZigBee term that describes the event type. 

• MAC Src and Mac Dest provide the 802.15.4 MAC layer source and destination 
addresses, respectively. 

Packet details 
When you click on transaction 14, InSight Desktop gives focus to event 16, the first 
event of that transaction. It also displays details of that event in the Event Detail and 
Hex Dump panes: 

  

Figure 3. Event Detail and Hex Dump panes 

Note:  If necessary, resize the Event Detail and Hex Dump panes in order to display 
all data, by dragging their borders.  

The event packet message contains two parts: 

• IEEE 802.15.4 layer header 

• IEEE 802.15.4 command structure 
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If you expand the IEEE 802.15.4 Command field (click the + control), InSight Desktop 
shows more details about this specific command.  

• Command Identifier shows that this command is type 1, which corresponds to an 
association request.  

• Capability Info is set to 0x8E; its subfields specify the properties that pertain to 
this command and their values. 

Hex dump 
The Hex Dump pane displays the raw byte-level data of the selected event. When you 
select any field in the Event Detail pane, the Hex Dump pane highlights the 
corresponding bytes For example, when you click on the Destination PAN ID field, the 
corresponding bytes are highlighted as shown in Figure 3. 

Debug events 
You can use InSight Desktop to analyze debug events, such as API traces, where  
processing data is obtained from a running node application that is compiled in debug 
mode. In contrast to sniffer capture, which can only intercept over-the-air events, 
InSight Desktop obtains debug events directly from the node itself. 

Event 108 of the Sensor-sink demo represents an API Trace event. You can get there by 
scrolling. Alternatively, you can navigate directly to this line: 

5. Choose the menu option Edit | Go To Line 

6. Enter 108 and click OK 

The Events pane has the following information about event 108: 

• The event is bracketed, indicating that it is a self-contained transaction.  

• The Type column identifies this event as an API Trace.  

• The Summary column identifies the API that was called: emberPermitJoining(). 

• The MAC Src column reveals that node ember00 made this call. 

The Event Detail pane shows the details of the call: 

• The API's numeric identifier: 24 

• The arguments supplied—in this case, Duration set to 0x00. 

The sensor-sink session file provides a snapshot of a simple sensor network. When this 
network is in action, three types of related events occur repeatedly: 

• Sensor nodes collect data. 

• Sensor node transmits data to the sink.  

• Receipt of sensor data is acknowledged. 

Tracing network 
events 
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The following sections follow the history of a data packet from its creation on a sensor 
node, its journey through the EmberZNet stack, transmission over the air, and its 
eventual receipt by the target node's application. printf statements are embedded in 
the sensor-sink applications in order to facilitate tracing, and are used to verify various 
events. 

Sensor nodes collect data 
In the events panel, click on event 109 of the sensor-sink demo. The Event Detail pane, 
displays this printf message: 

sensor has data ready: 0x7A5F 

 
This formatted printf message resides in the application layer. When you write an 
EmberZNet application, it can be useful to insert similar printf statements at points 
of interest. After running the application and capturing its execution through InSight 
Desktop, you can evaluate these statements in the session file and use their time 
stamps to determine when they actually executed. 

 

Sensor node transmits data to the sink 
Events 110 through 122 encompass the transmission and receipt of a sensor node's 
message. Events 110 through 117 comprise the events that relate to transmission: 

Event 110 
Shows an API Trace to emberSendDatagram(), where sensor node ember01 generates 
data 0x7A5F and sends this message to its sink node. 
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Event 114 
Shows the over-the-air traffic that results from the call to emberSendDatagram(). The 
Event Detail pane shows that the message is broken up into 802.15.4 and ZigBee layers.  

Two additional layers are shown:  

• The Ember Transport layer shows the various message parameters that are specific 
to Ember’s transport layer.  

• The Sensor-Sink Decoder offers a preview a future enhancement, where InSight 
Desktop users can write custom decoders that are specific to their applications. In 
this case, it contains two pieces of data: the sender node's EUI64 and the sensor 
data itself. 

 

Event 115 
Represents the 802.15.4 layer ACK. This tells the sender that the message was received 
one hop away. The Map pane depicts this event as a thin green arrow within the same 
transaction (thick purple) arrow. 
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Event 116 
The stack notifies the application that a packet has arrived. With this API trace, you 
can:  

• Verify that the stack is passing messages intended for this node into the 
application. 

• Estimate how much time the stack requires to process the message. Processing 
time depends on how often the application calls emberTick(). In this case, the 
application starts processing the message data approximately 1.6 mS after 
receiving the message over the air. 

Event 117 
Traces the data from the sensor to the sink application via a printf statement from 
the sink application. 

Non-contiguous transaction events 
Events 114 and 122 mark the beginning and end points of a single Transport Datagram 
transaction. Not all the events between events 114 and 122 belong to this transaction, 
as indicated by breaks in the bracket line. The intervening events—116,117, and 118—
occurred during the transaction but are not considered part of it. 

Receipt of sensor data is acknowledged 
Although the session file shows that the receiving node received the data, the source 
node so far remains unaware of this. In multi-hop wireless networks, it is not unusual 
for individual packets to be dropped en route . For this reason, the source node awaits 
confirmation of message receipt from Ember’s transport layer before it stops 
transmitting the message data, as shown in events 118 through 123: 

Event 118 
The Ember transport layer calls the datagram reply API in order to verify to the source 
node that the application received and handled the message data. This tells the 
transport mechanism on the source node that it can stop sending this particular 
message. This verification is especially important when the source and destination 
nodes are separated by multiple hops; in this case, a higher layer end-to-end ACK is 
required in order to verify that the data was transmitted. 

Events 121 and 122  
The transport layer acknowledgement (ACK) is transmitted to the source node.  



Page 10 

 

Getting Started with InSight Desktop 120-4011-000A 

 

Event 123 
Call to API trace emberMessageSent(). This API confirms that the message was 
received by the intended destination node, relieving the application from having to 
generate its own mechanism to reliably transport data from one node to another across 
the network.  

Perfect trace capture versus sniffer capture 
The sensor-sink demo session represents a perfect trace capture, where all messages 
that are processed by network nodes are relayed to InSight Desktop via their InSight 
Ports. Each EM250 and EM260 node has a built-in InSight Port, which is integrated with 
a dedicated packet trace circuit that intercepts all packet information. This non-
invasive technology enables InSight Desktop to capture all node data, including failed 
transmissions, and debug messages.  

Capturing from all nodes in a network yields a perfect trace session: the session data 
compiles all incoming and outgoing data from each node in chronological real time, 
providing a richly layered view of all activity within a network. This can be especially 
useful for debugging a network while it undergoes development. 

A sniffer capture intercepts all over-the-air transmissions among network nodes; 
however, the sniffer cannot detect any data transmissions that are known only to their 
senders, such as messages that fail to arrive at their destination and debug data such as 
API traces. Sniffers are especially fallible in large networks where transmissions often 
require multiple hops.  
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Even simple transactions can comprise a large number of events, and often only a few 
of these are of interest. In order to facilitate analysis, InSight Desktop provides a 
number of built-in filters that are accessible from menus. You can also compose your 
own filter expressions for a given session. 

Menu-accessible filters 
InSight Desktop provides two types of filters that are accessible as menu options: 

• Quick filters that are accessible by selecting an event type. 

• Saved filters that are accessible from the Filters menu. 

Quick filters 
You can specify to exclude events of a given type as follows: 

1. Select any event of that type.  

For example, select a printf event. 

2. Right click on the event,  

3. From the context menu choose the Hide type option.  

For example, if a printf event is selected, you can choose the context menu 
option Hide type: Printf. 

When you set a quick filter, InSight Desktop updates the filter bar with the 
corresponding filter expression . For example, if you choose the quick filter Hide type: 
Printf, the filter bar displays this expression: 

!isType(Printf) 

Saved filters 
InSight  Desktop maintains a set of saved filters that you can create or modify in the 
Filter Manager.  Through the Filter Manager, you can specify which saved filters to 
display on the Filters menu.  

As installed, InSight Desktop displays one saved filter from the Filters menu, Hide 
Neighbor Exchange. You turn this filter on and off by toggling the menu option. When 
the filter is on, InSight Desktop hides all neighbor exchange events from the Events 
pane.  

Filter bar expressions 
A session’s filter bar lets you build filter expressions in two ways: 

• Enter the expression directly in the filter bar field, and press Return. 

• Use the Expression Builder by clicking Compose 

Using filters 
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Either way, you can compose complex logical statements for filtering events. The 
following steps show how to use the Expression Builder to build an expression that 
shows only messages sent to node 0x0000: 

1. Select any Packet type event—for example, event 147. 

2. Right-click on the event, and from the context menu choose Show only type: 
Packet 

The filter bar now shows this expression: isType(Packet) 

3. Modify this expression by clicking on the Filter Bar's Compose button. This invokes 
the Expression Builder dialog. 

4. At the end of the expression, type the AND operator && 

5. In the Field pane, expand 802.15.4 and choose Short Destination Address 

6. After the == operator, type 0x0000 

The complete expression should look like this: 

isType(Packet) && fifteenFour.dest == 0x0000 

7. Click OK 

The filter allows the Events pane to display only Packet-type events where the message 
destination is node 0x000: 
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