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1 Introduction

The serial port of the ETRX2 and ETRX357 modules can be connected to an Ethernet network via
a suitable adaptor such as a Lantronix XPort Direct+, which is the basis of the EAP-E device. ltis
then simple to communicate with the module, either using a HyperTerminal connection directly to
its IP address or by using the Lantronix COM Port Redirector to map the IP address to a virtual
COM port.

This is straightforward on a local sub-net, but it is less clear how to achieve this over longer range.
This note describes the general principles of configuring a gateway such as a broadband router so
that a local PC can connect to a remote EAP and open a TCP connection. Aspects such as
firewall security and creating a web server are beyond the scope of this note, which just details the
first steps in forming a simple connection from a PC to a remote EAP. It gives examples using a
typical domestic gateway device (a Thomson ST546) but others will be similar.

2 Obstacles

Gateway devices use Network Address Translation (NAT) to hide the local network from public
view. Local devices acquire an IP address from the gateway/router which are typically 192.168.x.x
for a private network, but the gateway translates this to its own address assigned by the Internet
Service Provider. In this way the gateway can provide a firewall which hides the local devices and
only allows incoming packets in response to an outgoing request, and it allows multiple PCs to
access the Internet while the ISP only has to provide a single IP address.

The difficulty is then that an EAP gets an IP address from the gateway but a remote user has no
way of connecting to it directly. A solution is to drill a hole in the gateway’s firewall by using port
forwarding (or port mapping). In this way, packets addressed to a specific port or range of ports of
the gateway are always routed to the EAP. A remote user then just needs the IP address of the

gateway and the relevant port number.
89.99.19.99

Gateway / Ethernet
router

192.168.204.113

e

II 192.168.204.117

1. Network devices with example addresses
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89.98.19.99:10001

S~

2. EAP after port mapping

3 Configuring a gateway

First it is necessary to know the local IP address and port number of the EAP. The standard port
number is 10001 for a Lantronix XPort Direct+. The EAP is usually configured to use DHCP and
will acquire its IP address from the gateway/router, and it is important to ensure that this does not
change. The address can often be obtained from the maintenance web pages of the router, which
often allows you to fix the address. Otherwise the EAP can be configured to use static IP
addressing; the Lantronix Device Installer tool is the easiest to use since it can discover the
devices and report their IP address. It allows you to change the device settings via Telnet or a
web browser, and the web page for the address settings look like this:
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B Lantronix Devicelnstaller 4.2.0.4

File Edit View Device Tools Help
;)Search @Exdude @,AssignIP @Upgrade

=] Lantronix Devices - 1 device(s) | Device Details | Web Configuration | Telnet Configuration |
- Local Area C ction (152.168.204.11 —
E%-DC;PD na ennesten oY 0= tip://192. 168.204. 139 secure I _conf. & = | o G

[-43# XFort Direct= - fimware vB.5.0.8

-5 192.168.204.139 Firmwars Verzion: V6.5.0.9

MAC Adaress: 00-20-4A-A8-CA-DF

£t Network Settings
Network

Server

el T Network Mode: | Wired Only +

Hostlist IP Configuration
Channel 1

Serial Settings
Connection Auto Configuration Methods
Email BOOTP: & Enable O Disable

Trigger 1
Trigger 2 DHCF: @ Enable O Disable

Trigger 3 AutolP: & Enanle O Disable
Configurable Pins

Apply Defaults

(& Obtain IP address automatically

(O Use the following IP configuration:

Ethernet Configuration
Auto Negotiate

Speed: 100 Mbps 10 Mbps
Duplex: Full * Half

<
|@ Ready

3. EAP address settings

The exact procedure for setting up port mapping on your gateway depends on the model, but it will
usually start by accessing the maintenance pages from a web browser. For example, a particular
Thomson gateway displays a map of the local network:

©2011 Telegesis (UK) Ltd Accessing Modules over the Internet



Telegesis (UK) Limited ... | TG-APP-Internet-100 6

telegesisi

ETRX2, ETRX357 Application Note 1.00
{? iy |'=Speed'l'aud1—Home Metwork | | Lﬂb ﬁ} T o ,'_::"EBQE = i Tools ~ @'
[ Administrator ] Help
= Home > Home Network
SpeedTouch
yn Home Network
Broadband Connection "E Ethernet

=]
- ethportl
(100Mbps)
ethport2
(100Mbps)
thport3

Home Network (fnn?\?bps) CABCADF
ethportd
Devices (100Mbps) user-slhpnt126r
Interfaces

4. Local network map

It has assigned the name CA8CADF to an EAP based on the MAC address of the Lantronix
module. Clicking on that device icon brings up all the relevant information including its IP address.

Port forwarding may be described in different ways such as “Port Mapping”, “Gaming” or
“Application Sharing” but the end result is the same. There is likely to be a predefined set of
mapping rules for various applications but it is simpler to add a new one. There will be typically
three stages to this:

1. Create a new rule and give it a name

2. Define the mapping rule for the port or range of ports. Port 10001 is not used very much on the
Internet so it should be safe to retain the same port number on the public and private sides of the
gateway. On the Thomson example there is a form to define the port mapping (the map in this
instance has already been defined; this is the page to edit it but it is essentially the same):
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W & | '= SpeedTouch - Remote access | |

P B . gy - |ib page ~ {03 Tools - -
PG s ¥

speedtouch’

[ Administrator ]

Overview | Configure | Help

Home > Toolbox > Game & Application Sharing > Remote access

SpeedTouch
[ ]| Remote access

Broadband Connection +« Game or Application Name

New MName: Remote access

Toolbox

Remote Assistance
Game or Application Definition
A game or application is made of one or more TCP/UDP port ranges. Each incoming port range can

be translated into a different internal (local network) port range. Port ranges can be statically
assigned to devices or dynamically assigned using an outgoing trigger.

Parental Control

Firewall
Port Trigger -
Protocol Range Translate To ... Protocol Trigger Port
Intrusion Detection T
Any o 10001 - 10001 Edit Delete
Dynamic DNS
User Management Any ¥ to Any v Add

=
Home Network
>3

Pick a task...

a Assign a game or application to a local network device

:} Create a new game or application

@ Internet

Done

#100% -

5. Port mapping rule
At this stage the mapping rule is not assigned to any particular device.

3. Define the local device to which the rule applies. This will involve selecting it from a list of
discovered devices (figure 6) or by typing in the EAP’s IP address (figure 7):
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W '{k |'=Speed'l'oud1—Game & Application Sharing | | al ﬁ} T Mmoo ,'_?‘,"EEQE ~ iGF Tooks ~ @v
A
dtouch’
[ Administrator ] Overview | Configure | Help
Home > Toolbox > Game & Application Sharing
Game & Application Sharing
This page summarizes the games and applications defined on your SpeedTouch. Each game or
Broadband Connection application can be assigned to a device on your local network.
« Universal Plug and Play
Toolbox
Universal Plug and Play (UPnP) is a technology that enables seamless operation of a wide range
of games and messaaging applications.
Remote Assistance
Use UPNP:
Use Extended Security: O
Parental Control
(Cancel ]
Firewall A ) i
+« Assigned Games & Applications
Intrusion Detection " . - . . . .
Click on 'Unassign’ to disable a game or a application or use the last row in the table to assign a
game or application to a local network dewvice.
Dynamic DNS
If the game or the application vou are looking for does not exist, click here to create it (you will
User Management be asked for game or application details).
Choose 'User-defined’ in the device list and enter its IP address if the device you are locking for
does not appear in the device list.
Home Network
. Game or Application Device Log
No games or applications assigned.
Remote access v CABCADF v I | Add
Pick a task...
£ Create a new game or application
:} Modify a game or application
o h
Dane @ Internet # 100% ~

6. Assign rule to a discovered device

+« Assigned Games & Applications

Click on 'Unassign' to disable a game or a application or use the last row in the table to assign a
game or application to a local network device.

If the game or the application yvou are looking for does not exist, click here to create it (yvou will
be asked for game or application details).

Choose 'User-defined' in the device list and enter its IF address if the device you are looking for
does not appear in the device list.

Game or Application Device Log

No games or applications assigned.

<User-defined..>
Remote access v ]
192168164

7. Assignruleto an IP address
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Finally, note the IP address that the gateway uses on its public side. This is unlikely to change
over a few days, but you could use a dynamic DNS service to track the changes. Consult the
manual of your gateway for more details.

You should now be ready to access the EAP from the outside world.

4 Communicating with the EAP

Telegesis Terminal is not suitable because it cannot access IP addresses. HyperTerminal works if
you have it on your machine (for some reason Microsoft dropped it after Windows XP), otherwise
use your favourite terminal application or a basic tool such as Telnet. In HyperTerminal, start by
creating a hew connection and enter the connection data:

Connect To | Settings
Host address: | 88.97.12.58|
Port number: | 10001
Connect using: | TCP/IP (Winsock) w
l 0K ] l Cancel ]

The host address is obviously the public IP address of your gateway. The connection should then
open automatically and you can type in the commands appropriate to the ZigBee firmware — the
AT command set of the R3xx firmware for example, or start receiving data from a device
programmed to transmit automatically.

5 Outgoing connections from an EAP

The Lantronix Direct+ module by default accepts any incoming request for a connection, but is
otherwise idle. Instead, you can set it to open a connection when it starts up:
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1+ Connection Settings
Network

ze'f'[elr_l_ = Channel 1
ena tun Connect Protocol

H
Channel 1 Frotocal:

Serial
Connection Connect Mode
E?a“ ’ Passive Connection: Active Connection:
rigger 1
- Accept . .
Incoming: |Yes V| Active Connect:

Trigger 3

Configurable Pins PRaesqSu"i"rzrdd OYes @No Start Character: |With Any Character
Apply Settings ' With Active Mdm Cirl In
Password: l:l Modem Mode: |With Start Character

Manual Connection

Apply Defaults
AAuto Start

Modem Escape Sequence
Fass Through: ®ves ONo Show IP Address

8. Opening an automatic connection

This connection can be a single address, listed here as “Remote host”:

B Lantronix Devicelnstaller 4.2.0.4

File  Edit View Device Tools Help
Jsearch  igdExcude & Assin I €M Upgrade

Local Port: 10001 [ Auto increment for active connect
Remote Port: D Remoate Host: |0.0.0.0

=2 Lantronix Devices - 1 devicels) | Device Details | ‘Web Configuration | Telnet Conﬂgumﬁgnl
—-gls Local Area Connection (192.168.204.113 —
= %-DC;PD ﬂa enneetent G o p: //197. 168. 204. 139 kO | S
&g ¥Port Direct= - fimware v6.5.0.9
2% 192.168.204.133 Firmware Version: W6.5.0.9
MAC Address: 00-20-4A-AB-CA-DF
Rris Connection Settings
Network
ier?relr_r = Channel 1
Tﬁnci-m:tn Connect Protocol
Protocal:
Connect Mode
Passive Connection: Active Connection:
Accept .
- : Incoming: |Yes V‘ Active Connem.|None V|
— - Password .
Configurable Pins Required: Oves @ Mo Start Character: El (in Hex)
ADpEyLSelS Passwaord: l:l IModem Mode: | Nane V|
Apply Defaults Mod £ s
\lodem Escape Sequence .
Pass Through: ®ves O Mo Show IP Address After RING: & ves O o
Endpoint Configuration:

Common Options:

Cnirl:

Terminal Use
Name:|:| Hostlist: Oves @No

Telnet Com Port Connect Response:
LED:

Disconnect Mode

Onl'v'ldm_Cg:ELn_ OvYes @No Hard Disconnect & ves O No
Check EOT(CtI-D): OYes @MNo inacvatyTimeout [0 |5 [0 Jimins- secs)

1%

< i |
Jd ready

9. Ethernet connection settings
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Alternatively you can create a hostlist and the EAP will connect to the first available address:

3 | antronix Devicelnstaller 4.2.0.4

File Edit VMiew Device Tools Help
,‘.)Search eExdude &__.Assign izl @Upgrade
= E‘g Lantronix Devices - 1 device(s) ‘ Device De‘tai|5| Web Corfiguration | Telnet Cnnﬁgumﬁnnl
gl Local Aea Connection (192.162.204.11 — = —
% CIC;PF;T ornecHen LEs fuss o Tt /192, 168. 204. 139/secure 2 o kd e | o» G
-4 XPort Direct= -fimnware vE.5.0.8
2 192.168.204.139 Firmwsre Version: V6.5.0.9
MAC Agdress: 00-20-4A-A8-CA-DF
£t Hostlist Settings
Network
Server
Serial Tunnel Retry Settings
Retry Counter: Retry Timeout:
Host Information
SRTEETET No. HostAddress Port No. HostAddress Port
Email
Trigger 1 1 [o000 | [o |2 [o000 |[o |
Trigger 2
Trigger3 3 [o000 | [o |+ [0000 |[o |
EILTERTE 5 [n000 | [o |s [o000 |[o |
Apply Settings
e 7 [00.00 | o |e  [o000 |lo |
9 [oo00 | o | 10 [oo00 |0 |
11 [0000 | [o |12 [0.000 o |
< | &
|EJ;|REadv
10. Hostlist

Consult the latest user guide for the full details, which is currently downloadable from
www.lantronix.com/support/downloads/?p=XPORTDIRECTPLS

6 Warning

Putting a hole in your gateway’s firewall has possible security implications which are outside the
scope of this note. A malicious port scanner could exploit this hole, but it would only be able to
access the EAP unit. There may be critical ZigBee systems where this is not acceptable, but this
note is only an introduction to setting up a simple link.
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7 Trademarks

All trademarks, registered trademarks and products names are the sole property of their respective

owners.

8 Disclaimer

Product and Company names and logos referenced may either be trademarks or registered
trademarks of their respective companies. We reserve the right to make modifications and/or
improvements without prior notification. All information is correct at time of issue. Telegesis (UK)
Ltd does not convey any license under its patent rights or assume any responsibility for the use of

the described product

9 Contact Information

Website: www.telegesis.com

E-mail sales@telegesis.com

Telegesis (UK) Limited
Abbey Barn Business Centre
Abbey Barn Lane

High Wycombe

Bucks HP10 9QQ

UK

Tel: 01494 510199
Fax: 05603 436999
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