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1 Introduction 

This document gives an introduction on how to set up and operate the Telegesis ETRXn ZigBee® 
modules with firmware revisions R2xx.  The examples in this document assume that you are using 
the ETRXnDVKx Development Kit.  However most of the features described can also be evaluated 
using any custom hardware based on the ETRX1 or ETRX2 modules. 

Towards the end of this document a number of possible application scenarios are listed in order to 
show the versatility of the ETRXn modules. 

Some of the details will vary from one firmware version to another; this guide was written when 
R212 was current. 

Do not use this guide if you are using R1xx firmware as the AT Command set is different.  Please 
check the Telegesis website www.telegesis.com regularly for updates. 

2 Getting Started 

The ETRXn sends and receives commands and data from its host computer through a UART as 
ASCII strings.  You can use your own application software, a tool such as HyperTerminal, or our 
own Telegesis Terminal which is a free download from our website.  To use it, first install .NET 
Framework Version 1.1 Redistributable Package from Microsoft.  This is currently available at 

www.microsoft.com/downloads/details.aspx?familyid=262D25E3-F589-4842-8157-
034D1E7CF3A3&displaylang=en 

Note that Version 2 or later is not sufficient as it supplements Version 1.1 but does not replace it. 

Then download Telegesis Terminal from our website at www.telegesis.com/ZigBee/Dsoftware.htm. 

http://www.telegesis.com/
http://www.microsoft.com/downloads/details.aspx?familyid=262D25E3-F589-4842-8157-034D1E7CF3A3&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=262D25E3-F589-4842-8157-034D1E7CF3A3&displaylang=en
http://www.telegesis.com/ZigBee/Dsoftware.htm
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Note: Telegesis Terminal is not a GUI that interprets the AT commands and sends instructions to 
the ETRX2 in another format.  It does not alter the AT commands in any way ï the ETRX2 
receives them exactly as described here and in the AT Command Manual.  Likewise, if you are 
writing your own terminal application, it should send and receive data as formatted in our manuals. 

In order to get started, plug an ETRXn module on to each development board which forms part of 
your set-up and connect at least one development board to a PC using the serial or USB cable 
provided. 

 

Figure 1.  Development board with module mounted 

 

Power up all of the development kits and module carrier boards (MCBs) and start the Telegesis 
Terminal application on the PC.  You need to know which of your computerôs COM ports is 
connected to the development board, which may not be obvious if you are using a USB-to-serial 
adaptor, for example.  To check, open your PCôs Device Manager; there are several ways in 
Windows XP, but the simplest is to right-click on ñMy Computerò and select ñManageò, then 
ñDevice Managerò.  In this example there are two USB-to-serial adaptors in COM3 and COM4 and 
a USB stick in COM5: 
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Figure 2.  Windows Device Manager 

The connection should be set up using the default values as shown in Figure 3.  By default the 
module uses a bit-rate of 19200bps, no parity, 8 data bits, 1 stop bit and no flow control.  Optionally 
XON/XOFF as well as hardware flow control is supported.  (See section 10 for more detail).  
Pressing the ñConnectò button establishes the connection to the ETRXn module on the 
development board. 

 

 

Figure 3.  Setup of the Serial Connection 

 

The module will accept commands starting with the ñATò prefix after it has booted up successfully.  
Booting up can take 1-2 seconds and on completion the module will prompt ñOKò. 

Entering the ñATIò command into the terminal window, followed by <Enter>, will cause the module 
to display its manufacturing information.  Alternatively the ñInfoò button in the ñModule Controlò 
section can be pressed, causing the ñATIò command to be sent to the local module. After executing 
a command the module will prompt ñOKò or an error code as explained in the AT command 
dictionary. 
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In order to communicate with other modules a module must be part of a PAN (Personal Area 
Network).  To find out about the status of the local module simply issue the ñAT+Nò command and 
this will show you the moduleôs network status.  If the module is not part of a PAN (response 
ñ+N:noneò) it can be instructed to join an existing PAN using the ñAT+JNò command, or to start a 
new PAN for other units to participate in using the ñAT+ENò command.  In order to exchange 
messages all units need to be on the same PAN, i.e. have the same channel and the same PAN 
ID.  The response ñ+N:cc,ppppò displays the channel number (cc) and the PAN ID (pppp) of the 
current PAN.  If you have a module which is part of a separate PAN simply use the ñAT+DASSLò 
command to leave the current PAN and try joining the correct PAN using the ñAT+JNò command.  
Network establishment and maintenance is described in more detail in Section 3.3. 

In order to find other nodes which are part of the same PAN press the ñScan Panò button which 
sends the ñAT+SNò command to the local module.  (Your terminal software may expect a 
parameter after the command, namely the number of hops to interrogate.  Just type a suitable two-
digit number e.g. ñ08ò).  The module will now transmit a request to all the modules within eight 
hops asking them to identify themselves.  When modules are found the ñDiscover Devicesò window 
will pop up (if not already open) and display a list of all of the modules which have reported in.  See 
Figure 4. 

 

Figure 4.  Results of a network search 

 

In this example three additional modules were detected:  one ZigBee Coordinator (COO), one 
ZigBee Router (FFD) and one Sleepy End Device (SED).  For an explanation of the device types 
see Section 3.2. 
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An alternative way to search the PAN for other modules is to hit the ñConfigureò button.  As well as 
scanning the PAN as before, it adds extra buttons to control the buzzer and LEDs on each remote 
module. 

Depending on the previous usage of your development kit, units may either immediately 
communicate with each other on the same PAN, or they may be off-line.  If the unit connected to 
your PC does not report that it has joined a PAN within a few seconds of power-up, a suitable 
procedure would be: 

1. issue the command AT+JN to join any existing PAN or 

2. issue the command AT+PANSCAN followed by AT+JPAN:<channel>,<PAN ID> to find and 
join a specific PAN or 

3. Wait for the module to automatically join a PAN as described in section 3.1. 

4. If the steps above do not reveal an existing PAN, issue the command AT+EN to initiate a 
new PAN.  Others units searching for a PAN will then attach to it within a few minutes, and 
be reported with a ñNEWNODE:<EUI64>ò prompt. 

A common problem occurs when the user establishes a PAN and waits for the other devices to join 
it é and waits é and waits.  This usually means the the other devices are already in a PAN of 
their own (set up when they were last used), and as long as they can communicate amongst 
themselves they will ignore the new network.  If you disassociate the local node and use the 
AT+PANSCAN or AT+JN command, this will reveal the pre-existing PAN; you can join it and then 
either carry on using it or disassociate the remote nodes and start afresh. 

In order to find out which of the detected modules is which, press the ñIdent Nodeò button in the 
ñTest Commandsò section of the buttons.  This command requires an additional parameter, 
therefore instead of sending a command straight to the local node the command is displayed in the 
command bar with the text ñ<Enter Parameter here>ò highlighted. 

 

Figure 5.  Entering parameters 

 

Now, double click on any entry in the ñDiscover Devicesò window and the serial number of the 
selected device will be added as a parameter.  The command is executed by either pressing 
ñEnterò, or by clicking the ñSendò button. 

When executing this command the local module will send a request to the module with the 
specified serial number asking it to identify itself.  A module can identify itself by playing a tune on 
a buzzer which is connected to I/O3.  If you are using the devkit and you do not hear a tune check 
that the jumper for I/O3 is set so that I/O3 is an output (factory default); on the MCBs the buzzer is 
directly connected to I/O3. 

Having identified which module is which you can now give each module a name using the 
Telegesis Terminal software. To do this, right click on the entry in the ñDiscover Devicesò window 
(as shown in Figure 6) and enter the name when prompted to do so.  Please note that this name is 
not written to the module itself, it only represents a temporary name which can be used to simplify 
the evaluation process using the Telegesis Terminal software. 
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Figure 6:  Device Naming 

 

If you have used the ñConfigureò button, your button window will resemble Figure 7 and Figure 8 
and the device table Figure 9. 

 

Figure 7.  "LED" buttons after a ñConfigureò operation 

 

 

Figure 8.  "IDENT" buttons after a ñConfigureò operation 

 

 

Figure 9.  Device table after a ñConfigureò operation 
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After identifying all of the devices in the network we can also send messages to any devices within 
range.  In order to send a broadcast message to all of the devices, use the ñAT+BCAST:ò 
command followed by the number of hops you want the broadcast to travel followed by the text you 
wish to broadcast, or simply press the ñBroadcast Buttonò and enter parameters into the Command 
line.  (E.g. ñAT+BCAST:01,Hello Worldò) 

In order for the remote nodes to display received data they will need to be connected to a PCôs 
serial port. 

It is also possible to send data to an individual node using a Unicast.  To send a Unicast press the 
ñUnicastò button and then double click on the entry of the recipient in the ñDiscover Devicesò 
window and enter the data you wish to transmit preceded by an equal sign.  If you do not know the 
syntax of a command, hold the mouse pointer over the respective button and the tool tip text will 
display the format of the command as shown in Figure 10. 

 

 

Figure 10.  Tool tip texts 

 

So far we have set up all of the hardware required for a meshing network, identified and named the 
individual modules using the Telegesis Terminal Software and actioned a few simple commands in 
order to learn the functionality of the AT-Style command line interface. 

This level of complexity may well be all you need for your application.  Before we now look at 
additional commands we need to introduce some more theoretical information about wireless mesh 
networks. 

3 Network Management 

3.1 Overview 

A ZigBee® (-like) network is formed from the inside out.  This means that a device which is 
instructed to start a network becomes a so-called coordinator and scans all available radio 
channels, picks the one with the least traffic and generates a random PAN ID in order to start a 
network; other nodes can then join in. 
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Another scenario is that a node scans for an available network to join, and if no network is found 
the node can choose to become a coordinator and start its own network as described above.  
Remote nodes are then capable of finding this newly established network and joining it.  As more 
and more remote nodes join, the network grows from the inside out.  If the network is spread over 
a wide area, a new node may be out of range of the coordinator and will join the PAN via another 
node, which will act as a router.  Messages may then pass across the network in more than one 
ñhopò. 

The Telegesis AT command driven software supports point-to-point messages travelling up to six 
hops and broadcast messages travelling up to ten hops through the network. 

In the examples of Section 3.3, the commands used to establish and maintain a network are 
described.  For a list of all available commands please refer to the AT-Command dictionary 
document. 

3.2 Device Types 

A ZigBee® network can consist of three different device types: 

 ZigBee Coordinator (ZC) 

 ZigBee Router (ZR) 

 ZigBee End Device (ZED) 

ZigBee Coordinators, Routers and End Devices were formerly known as Coordinators, Full 
Function Devices and Reduced Function Devices.  ZigBee End Devices can be further classified 
as Sleepy End Devices (SED) and Mobile End Devices (MED). 

A ZigBee Router can route messages between ZigBee® devices, whereas a ZigBee End Device 
does not provide any routing capabilities.  The primary difference between the two is that a ZR 
needs to constantly be awake in order to fulfil its routing responsibilities, whereas a ZED can spend 
its life in sleep mode as it has no routing responsibilities. 

ZRs consequently consume more power than ZEDs, therefore you must evaluate which type of 
device will suit your application best.  See Section 10 for a list of example scenarios. 

A Coordinator is effectively a Router which has started the network.  Each network must have only 
one coordinator node.  With the meshing stack of EmberZNet a mesh will continue to function even 
if the coordinator leaves the PAN. 

A ZigBee End Device has no routing responsibilities and joins the network via a ZigBee Router (its 
ñparentò).  The parent will buffer up incoming messages for its ñchildò while it is asleep.  The child 
should poll regularly to check if there are any new messages pending on the parent device to 
prevent loss of messages due to buffer overflow.  The parent will also act as a relay point for its 
childrens' outgoing messages.  For example when a child wants to send a broadcast it sends the 
data to its parent and the parent in turn will initiate the broadcast. 

There are two different types of ZigBee End Devices defined in EmberZNet: 

 sleepy end device 

 mobile end device 

The sleepy end device will remain in its parentôs child list permanently (or until the parent is reset 
or leaves the network by itself).  This implies that the sleepy end device should not physically move 
away from its parent and join a new parent, as it will still block a child entry at its previous parent. 

A mobile sleepy end device will time out and be erased from the parentôs child table if it does not 
poll its parent within 3 seconds.  When a mobile end device cannot find its parent it assumes that it 
has moved and will search for a new parent.  A device need not be defined as ñmobileò merely if it 
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changes its physical location; the key point is it that moves enough within the area covered by a 
PAN to need a new parent.  If, for example, the PAN only contains one parent and a number of 
end devices (a ñstarò topology), there is no point in defining the ZEDs as mobile since there is no 
other parent to adopt them. 

In the Telegesis AT command software each routing device can have up to eight sleepy end 
devices and up to eight mobile end devices. 

A module becomes a coordinator by issuing AT+EN as described above.  Whether a device joins 
as a ZigBee Router or sleepy/mobile end device is determined by the settings in S06 at the instant 
the device joins a PAN, so if you are currently joined as a router and want to become a mobile end 
device you have to complete the following steps: 

1. Leave the network 

2. Change S06 accordingly 

3. Re-join the network  

An end device will always keep its radio switched off (unless used) and therefore consume less 
power than a router, even when fully awake. 

In power levels 0 to 2 (see section 5) by default an end device will poll its parent for new data once 
every second via the built-in functionality.  This timing can be altered or disabled altogether if 
required. Polling takes less than 10ms, so the battery life of end devices can be maximised.  Up to 
three incoming broadcasts are stored on each parent until overwritten by new broadcasts.  
Unicasts can only be stored for as long as the timeout period on the sending device, so when 
expecting to receive unicasts you are required to poll at least in the default interval of once every 
second. 

When sending a unicast from an end device the unit will keep polling for the acknowledgement 
until it has been received or the transmission has timed out regardless of the configured polling 
interval. 

3.3 Network Establishment and Maintenance 

3.3.1 AT+EN ï Establish Network  

When the local module is not a member of a network, it can initiate a new one and become that 
networkôs coordinator.  Issuing the ñAT+ENò command scans all the available channels, looking for 
the one with the lowest energy level; it then generates a random PAN ID, checks to ensure that a 
network with this PAN ID does not already exist and then starts a PAN.  A unit on which this 
command has been executed automatically becomes the networkôs coordinator and remains the 
coordinator until it leaves the network using ñAT+DASSLò.  Neighbouring nodes can now join this 
newly established network using ñAT+JNò. 

[If you are familiar with EmberNet R1** meshing technology and preferred the old way of picking 
the channel and PAN ID manually, there is no need to worry as this is still possible.  S-Register 00 
holds a 16-bit word in which each bit represents one of the available 802.15.4 channels 11-26.  
Setting a bit to 1 enables a channel, and setting a bit to 0 disables it.  It is therefore possible to 
mask out channels which are known to be noisy in the chosen application environment.  Setting 
the mask to fifteen 0s and a single 1 will force operation on one radio channel.  (The mask can also 
be used to block ETRXn transmission on channels that you wish to reserve for other systems that 
may not yet be in operation.)] 

Register S01 allows you to select a preferred PAN ID.  By default this register is set to FFFF, which 
causes the coordinator to pick a random PAN ID when establishing a PAN.  Any number between 
0000 and 3FFF will cause the unit to start a PAN with the specified PAN ID unless that particular 
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PAN ID is used by another network.  In this case, a randomly generated number is allocated 
instead. 

3.3.2 AT+DASSL ï Disassociate Local Node  

To check for the presence of PANs (AT+PANSCAN), measure the signal energy in the radio 
channels (AT+ESCAN), or join a different network, a node must first disassociate itself from its 
current network using the ñAT+DASSLò command. 

3.3.3 AT+DASSR ï Disassociate remote device from PAN 

To move a node from one PAN to another, it must first be disassociated.  This may be necessary 
when it is intended to swap a coordinator unit for another (which will initiate a new PAN). 

3.3.4 AT+JN ï Join Network 

The node will scan all channels for a PAN which allows units to join.  Once it has found such a 
network the node will join in.  This is a very convenient way of joining a network; it does not, 
however, give the local node a choice of which network to join if there is more than one network 
available. 

3.3.5 AT+PANSCAN ï Scan for all available channels 

ñAT+PANSCANò will produce a list of all available channels from which you can manually choose 
the one you wish the unit to join.  To perform this you need to use the ñAT+JPANò command.  

3.3.6 AT+JPAN:cc,pppp - Join specific PAN 

cc is the channel number and pppp is the PAN ID of the PAN which is to be joined.  There are also 
a number of auxiliary commands, shown below.  

3.3.7 AT+N ï Display network parameters  

ñAT+Nò reports the type of the local node (see section 3.3), the channel number and PAN ID, and 
the transmitter power. 

3.3.8 AT+ESCAN ï Scan the energy of all channels 

òAT+ESCANò scans all channels which are not masked out in register S00 and displays their 
energy levels. 

3.3.9 AT+SN ï Scan network for other nodes 

This functionality has been extended so that it is now possible to specify the number of hops the 
search should cover (1 to 6).  This combines the AT+SN and AT+SNEIGHBOURS command of 
R1xx into a single command.  Optionally the RSSI and LQI readings between the remote device 
and the local device can be displayed if bit 6 of register S06 is set as described in section 5. 
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3.3.10 AT+REMSN ï Scan for remote deviceôs direct neighbours  

This returns the direct neighbours of a remote device.  Optionally the RSSI and LQI readings 
between the remote device and the reporting device can be displayed if bit 6 of register S06 is set 
as described in section 5. 

3.3.11 AT+LINKCHECK - Check link parameters with a neighbour  

This gives you the opportunity to check the RSSI and LQI between the local node and a direct 
neighbour without the delays inflicted by AT+SN.  

3.3.12 AT+PING - Indicate presence in the network  

A remote device can indicate its presence in the network by pinging out its ID when instructed by 
the ñAT+PINGò command.  All devices receiving the ping that have bit 6 of register S06 set will 
display the RSSI and LQI. 

3.3.13 ATS & ATSREM ï Read and write S-registers 

ñATSxx?ò returns the contents of local register xx, while ñATSxx=XXXXò sets it to XXXX.  The 
corresponding syntax for register xx of remote node <EUI64> is ñATSREMxx:<EUI64>?ò and 
ñATSREMxx:<EUI64>=XXXXò.  The S-registers control the moduleôs functions and I/O; for 
example ñATS0F=0000ò clears all the bits of the output register 0F, and for a module on a Devkit 
board lights up all the LEDs.  ñATSxxyò or ñATSREMxxyò accesses bit y alone of register xx. 

3.4 Managing a Network 

Previously we used the AT+SN command to scan the network for other nodes.  Having found 
them, we were able to interact with those nodes by referencing them using their unique serial 
number. 

Nodes can also be asked to disassociate from the coordinator both locally as well as remotely by 
the coordinator itself, using the ñAT+DASSLò and ñAT+DASSRò commands respectively. 

By default, remote nodes are automatically permitted to join a PAN, but various bits in register S06 
can set a secure restricted joining mode or can close a PAN to all new members. 

All these commands may seem a lot to memorise at this point, but their use will become more 
obvious once you have looked at the examples in Section 10. 

3.5 Maintaining a Network 

A network is self-healing, which means that if a certain path between two nodes breaks, the mesh 
will find a new path to make communication possible, unless one of the nodes has simply gone out 
of range of the entire network. 

Each node periodically checks it has not lost its neighbouring devices; if it has lost connectivity to 
its PAN, it leaves the network (default function of Timer 4).  A module that is not part of a network 
periodically searches for one that it can join (default function of Timer 3); hence a node may 
temporarily drop out of the net and come back in again, possibly via a different parent node if it has 
moved.  If there is a risk that a node may drop out and be re-captured by a different PAN, security 
modes should be invoked (see section 8). 
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Once the network has been established you may wish to keep this network private so other nodes 
do not interfere with it.  The first method is to prevent more nodes from joining (register S06, bit B), 
the second is to only permit secured joining from the beginning (see section 8 for security).  
Attempts to achieve privacy by setting radio channel masks or preferred PAN IDs may not be 
reliable since the networkôs environment cannot be predicted.  This is discussed more fully in 
section 8. 

4 Data Transmission 

4.1 Overview 

The purpose of a network is - of course - to send data between nodes.  The data (formatted as 
successive bytes) can be of predefined or undefined length, or may be single 16-bit words 
controlling the ETRXnôs I/O ports.  It can be sent to a single node, or broadcast across the network.  

ZigBee® has been designed for control and automation applications, therefore the maximum 
payload for any message type mentioned in this section is 65 bytes, which reflects the small and 
efficient messaging structures of ZigBee® (the exception is a packet of raw data sent by the 
AT+RDATAB command, which can hold 114 bytes). 

The strength of a meshed network compared to traditional point-to-point radio systems is that data 
can be sent between nodes which are out of range of one another.  The packets containing the 
data dynamically route through the network finding the best possible path.  In doing so the mesh 
network can dynamically react to a changing RF environment and self-heal broken links, given that 
an alternative route from the source to the destination of the data is present. 

Due to the potential presence of alternative routes, packets may not arrive at their destination in 
the order they have been sent and also the timing of messages may vary. 

The worst case delay for data to be transmitted from one node to a direct neighbour (one hop) is 
100 milliseconds.  In addition, it may take as much as 100 milliseconds for an acknowledgement to 
find its way back.  When sending data it is assumed that the user (or the application) doesnôt want 
to have messages in transit for more than 3.6 seconds, which leads to a limitation of the maximum 
possible number of hops.  In practise a node not having received an acknowledgement for 1.2 
seconds will issue a retransmit and after three unsuccessful transmissions the message delivery 
will be timed out and reported unsuccessful.  This leads to a worst case limitation of 6 hops since 
the worst case delay between each hop is 100ms, so we are looking at 600ms for the signal to 
reach its destination and another 600ms for the acknowledgement to find its way back.  As a result 
of this when planning an application using wireless meshing networks, no more than 6 hops should 
be planned for, although more than 6 hops may work given that the delay between hops is better 
than the assumed worst case. 

4.2 Broadcasts 

ñAT+BCAST:nn,<data>ñ sends the string <data> to all nodes within nn hops.  Broadcasts are not 
acknowledged, so they are sent three times to improve the likelihood of reception.  However, 
reception cannot be guaranteed.  Each receiving node sends the message 
ñBCAST:<EUI64>=<data>ò to its serial port (<EUI64> being the transmitting node). 

ñAT+BCASTB:xx,nnò will generate a ó>ô prompt in your terminal window, where a number of xx 
characters may be typed.  The character string can include <CR>, <LF> and non-displayable 
bytes.  Each receiving node sends the message ñBCAST:<EUI64>,xx=<data>ò to its serial port 
(<EUI64> being the transmitting node and xx the string length). 
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As each node hearing a broadcast within the specified amount of hops is also repeating it three 
times it becomes obvious that broadcasts are consuming a lot of bandwidth.  Because of this the 
ZigBee® specification limits the amount of broadcasts which can be used to a total of 8 in every 8 
seconds. 

The maximum number of hops a broadcast can bridge is 10 hops. 

4.3 Raw data 

If you need to send data as rapidly as possible at the expense of some reliability and security, you 
can broadcast it using the AT+RDATAB command.  Up to 114 bytes can be sent in a packet that 
bypasses the ZigBee layers of the protocol stack, and hence has no encryption or error checking.   
ñAT+RDATAB:xxò is similar in format to ñAT+BCASTB:xx,nnò. 

4.4 Unicasts 

ñAT+UCAST:<EUI64>,<data>ñ and ñAT+UCASTB:xx,<EUI64>ñ function in a similar way to their 
broadcast equivalents.  However, the data is only sent to the specified node and ñACKò or ñNACKò 
is sent to the senderôs serial port.  Note that ñNACKò may result from a positive ñACKò response 
being lost in transmission. 

To allow for multiple messages in flight, a transmission number is issued when successfully 
sending a unicast and at this point it is possible to make further transmissions.  The follow-on ACK 
or NACK prompt is also followed by that transmission number. 

In case you prefer to wait until the ACK or NACK has been received simply set bit D of S06 and no 
transmission number will be issued.  Instead the response will be either ñOKò if an ACK has been 
received, or an error code where a NACK has been received or no feedback was received at all. 

4.5 S-Casts 

A sink is a node intended as a central receiver of data.  In previous versions of the firmware the 
coordinator and the sink used to be the same device, but with EmberZNet2.x the coordinator is 
allowed to leave the network after starting it.  A separate node can be selected to operate as a 
data sink.  A node may be changed to be a sink by setting bit 8 of S-register S06.  Please note that 
there should be only one single sink in the network. 

In order to send data to the networkôs sink an individual node needs to know the sink's address.  
This can be done by searching for a sink using the ñAT+SSINKò command, alternatively the sink 
can advertise its services in regular intervals as set by the sinkôs S19 and S1A (see explanation of 
the built-in functionality in section 5.5). 

If a sink is known ñAT+SCAST:<data>ò sends a message to the sink and returns ñACKò or ñNACKò 
as with a unicast.  S-casts have the advantage that the identity of the sink does not need to be 
known by the user. 

ñAT+BCASTBò, ñAT+SCASTBò allows the sending of a predefined number of characters including 
<CR>, <BS>, é 

There can be only one sink in a network.  If an existing sink receives a message that another node 
has declared itself also to be a sink, the first sinkôs function is cancelled and the relevant register 
bit (S06, bit 8) is cleared. 

 



Telegesis (UK) Limited  
 

 

TG-ETRXn-UG-01-103 16 

User Guide 1.04 ETRX1 and ETRX2 

 

 
©2008 Telegesis (UK) Ltd  ETRXn User Guide (Rev 1.04) 
 

 

Figure 11.  Examples of received messages 

4.6 Channels 

A unicast has a maximum payload of 65 bytes, so if you want to send more than that, or if you 
want to send continuous data in both directions, a so-called channel is needed. 

To the outside world a channel appears like a wireless RS232 cable replacement, but please note 
that you should not expect high data-rates, as ZigBee® has been designed for sensor and control 
applications for distributed networks rather than for high data throughput.  When using a channel 
you need to implement XON/XOFF or hardware handshaking, otherwise you will risk losing data 
due to a buffer overflow. 

To open a channel use the ñAT+OPCHAN:ò command followed by the serial number of the device 
to which you want to open that channel.  Alternatively you can use the ñOpenò button in the 
ñChannelò section of the Telegesis Terminal Software.  By default the remote node will 
automatically accept the channel if bit C of S6 is cleared. 

Where bit C of S6 is set, the user on the remote end will be prompted that a channel has been 
requested and will need to acknowledge the channel using the ñAT+ACKCHAN:<EUI64>ò 
command (ñAcceptò button), where EUI64 is the ID of the unit which has requested the channel.  
Accepting the channel produces the response ñOPENò on both ends.  Once a channel has been 
established, data can be sent bi-directionally.  To close the channel send ñ+++ò on either end 
(ñCloseò button).   

Notes: This implies that ñ+++ò must never be part of the message payload. 

ñAT+OPLCHAN:xxxx,<EUI64>ñ has a similar effect, but the channel automatically closes after xxxx 
bytes have been transmitted by the device opening the channel.  In this case ñ+++ò may be part of 
the payload, which can also contain control characters such as <CR>, <LF> and <XOFF>. 

Figure 12 shows a sequence of messages when using a channel.  Heavy text is the data entered 
at the keyboard, normal text is the responses.  Note that the channel is bidirectional, and there is 
no local echo of the data (since it would be indistinguishable from data received). 
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At node 000D6F00000C53AF At node 000D6F00000A7DBC 

AT+OPCHAN:000D6F00000A7DBC  

OK  

 CHAN:000D6F00000C53AF 

OPEN OPEN 

asdad  

 asdad 

 123123 

123123  

+++  

CLOSED CLOSED 

Figure 12.   Channel messages 

5 S-Registers 

5.1 Overview 

The ETRX1 and ETRX2 contain a number of items of configuration data (the ñS-registersò) which 
are under the control of the user.  Commands ñATSò and ñATSREMò read and write the register 
contents locally as well as remotely.  They define, for example, the radio network parameters, I/O 
status, textual prompts and responses and timer operations.  The timed functions are the key to 
much of the versatility of the ETRXn and detailed study of the AT command dictionary document is 
recommended. 

For a reference of all S-Registers please refer to the AT command dictionary document.  Most of 
the registers are non-volatile, retaining their values when the module is powered down.  Note that 
some register changes take effect immediately while others are deferred ï typically until a reset.  
The registers fall into groups, shown below: 

5.2 Radio Setup (S00-S03) 

S00 

The channel mask (i.e. the set of permissible radio channels).  By default all 16 channels are 
usable.  By setting just a single bit of S00, the module is forced to operate on a specific channel. 

S01 

When establishing a PAN the coordinator will pick a random PAN ID if S01 is set to FFFF. If it is 
set to any value between 0000 and 3FFF this number will be used as PAN ID instead, unless trying 
to establish a PAN which already exists on the same channel.  In this case a random PAN ID will 
be used instead.  When trying to join any PAN with S01 set to a number other than FFFF, only the 
PAN with the ID listed in S01will be joined.  

S02 

S02 represents the transmit power level ranging from ï1dBm to ï32dBm on the ETRX1, from 
4dBm to ï43dBm on the ETRX2, and from 17dBm to -22dBm on the ETRX2PA.  Changes take 
effect when joining or establishing a PAN, unless F 15 of S08 is set.  In this case changes take 
effect instantly.  Actual values for the ETRX2 are {3, 2, 1, -1, -2, -3, -4, -5, -6, -7, -8, -9, -11, -12, 
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-14, -17, -20, -26, -43}  Entering a value not on this list (such as ï19) will resulted in the next lowest 
output power.  Also on the ETRX2 specifying a power level of 4 will enable the boost mode 
increasing both output power as well as sensitivity. 

S03 

This register contains the 128-bit encryption key.  To learn more about security please refer to 
chapter 8.  Please note that a 128-bit number is represented by 32 hexadecimal characters.  For 
security reasons this register is write only and requires a password to be written to. 

5.3 Module Setup (S04-S0A) 

S04 

This register contains a user readable name which can be up to 20 bytes long.  This name has no 
impact on the functionality and can be used to identify modules. 

S05 

In analogy to the user definable name this 16-bit register can be read and written by the user to 
identify the module and has no impact on functionality.  Writing to this register is password 
protected as shown in the AT command dictionary. 

S06 

This is the main function register defining the behaviour of the module.  Bits 0 to 4 and B define the 
security mechanisms used for joining and maintaining networks as described in section 8.  If bit 6 
is set, the RSSI and LQI of the last hop will be displayed for all devices reporting in.  If bit 8 is set 
the local unit will become the networkôs data sink.  Bits 9 and A define whether the unit is a RFD 
(end device) and select whether it is a sleepy or a mobile sleepy end device.  If bit C is set the user 
will be prompted to accept a channel which has been requested by a remote node, if cleared the 
channel will be accepted automatically.  Setting bit D disables the possibility to have more than one 
ucast or scast transmission in flight at any one time which might simplify host controller interaction.  
Setting bit E enables multiple reads from remote S-Registers using ñATSREMò at any one time.  
For a more detailed description of these last two points please refer to the respective command 
description in the AT command dictionary. 

Finally, on the ETRX1 bit F should always read 0.  If not please contact Telegesis.  On the ETRX2 
this bit is unused. 

S07 

In the extended function register many of the prompts which may show during operation can be 
disabled to make interaction with a host microcontroller easier. 

S08 

This is the second extended function register allowing more prompts to be disabled.  Furthermore  
setting bit F makes changes to S02 take effect instantly as previously described.  Setting bit E of 
S08 to 1 enables I/O7 to indicate the power mode of the module by driving the pin high if in power 
mode > 2 and driving it low otherwise.  In order for this to work I/O7 must be defined to be an 
output.  Setting bit D activates a 1 second character timeout for xCASTB and channel operation.  
Where  this bit is set those commands will be aborted if no data is received on the local serial port 
for more than 1 second.  Finally setting bit C disables the mechanism causing a node to discard 
and search for a new sink where three transmissions to the sink have failed. 

S09 

This register contains the password and therefore cannot be read remotely or locally.  In order to 
change a moduleôs password you need to state the current password as shown in the command 
dictionary. 
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S0A 

This read-only register contains the revision number of the firmware followed by an óAô (for AVR) in 
case of the ETRX1 or a óXô (for XAP2b) in case of the ETRX2. 

5.4 I/O-related registers (S0B-S14) 

S0B 

This register sets the serial port parameters including command echo and flow control. 

S0C 

On the ETRX2 this register is the pull-up enable register. By default all pull-ups are disabled. For 
current sensitive applications it is recommended not to use the build in pull-ups. On the ETRX1 this 
register is reserved for future use.  

S0D 

The current (volatile) data direction of the I/O port.  

S0E 

The initial (non-volatile) setting of the data direction (S0D) after reset and power-up 

S0F 

The current (volatile) output buffer of the I/O port 

S10 

The initial (non-volatile) setting of the output buffer (S0F) after reset and power-up 

S11 

The input buffer of the I/O port representing the current logic levels on the moduleôs input pins. 

S12 

Reading of the A/D port 1 in millivolts. On the ETRX1 the allowed input range is 0-2550mV and on 
the ETRX2 the allowed input range is 0-1200mV. 

S13 

Reading of the A/D port 2 in millivolts. 

S14 

On the ETRX2 this register represents the reading of A/D3 in millivolts, if bit 7 of S2E is set. On the 
ETRX1 this register is reserved. 

 

Each module has three volatile registers representing the current state of its I/O, namely: 

 S0D Data Direction 

 S0F Output Buffer 

 S11 Input Buffer 

 

S0D defines the data direction of each individual pin, where 1 represents an output and 0 
represents an input, e.g. setting bit 7 to 1 will turn I/O7 into an output.  By default S0D is defined to 
be F8 hexadecimal which suits the devboard having three inputs (Buttons 2-4) and five outputs 
(LEDs 1-4 and Beeper).  Table 1 shows the mapping of the devboard pins to the I/O of the ETRX1 
and ETRX2 module. 
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Pin Default direction Default level Devboard functionality Default 

I/O0 I 0 Button4 connected 

I/O1 I 0 Button3 connected 

I/O2 I 0 Button2 connected 

I/O3 O 0 Button1 or Beeper Beeper connected 

I/O4 O 1 LED4 connected 

I/O5 O 1 LED3 connected 

I/O6 O 1 LED2 connected 

I/O7 O 1 LED1 connected 

I/O81 I 0 None n/a 

I/O91 I 0 None n/a 

I/O101 I 0 None n/a 

I/O111 I 0 None n/a 

A/D1 - - A/D1 connected 

A/D2 - - A/D2 connected 

Table 1.  Development board pins 

 

S0F defines the output level which is driven by the pin.  On the ETRX1, if a pin is defined to be an 
input and the output buffer is set to logic 1 then an internal pull-up is activated, given that bit D of 
S2E has been set to enable internal pull-ups globally.  For current-sensitive applications it is 
recommended not to use these internal pull-ups. 

S11 reflects the digital reading at the inputs of the I/O ports.   

 

Example for a Development kit board: 

The four LEDs on the devkit are by default all switched off (the I/Os sink current through the LEDs).  
If we now wanted to switch on LED1 locally we need to take the following steps: 

 

 Make sure the Data direction in S0D is set correctly (it is by default) 

 Optionally, read output register S0F 

 Set bit 7 of S0F to 0 (note we can access each bit individually) 

 

The described operations can be executed using the ATS command as shown in Figure 13 below: 

 

                                                
 
1  Only available on the ETRX2 
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Figure 13.  Read/write operation 

 

The same action can now be performed on a remote node using the ñATSREMò command.  As you 
will see, you do not need a remote host processor in order to switch the external I/Os. 

We can now check the status of the I/O by reading S11.  Try to read S11 on the local node and 
then read it again while pressing button 4 on the devkit.  The results should appear as below: 

 

 

Figure 14.  Change in input values 

 

It can be seen that bit 7 of register S11 is still set to 0 since we had switched on LED1,which is 
connected to I/O7 previously (if you simply need to read the status of this bit you could also use 
ATS117?). You can see when pressing button 4, bit 0 of S11 changes to zero as pressing a button 
on the devboard forces the respective I/O to ground. 

[Note: the commands ñAT+ADLOCò and ñAT+ADREMò of the R1xx firmware have been removed.  
(Simply read registers S12 & S13.)] 

5.5 Event Management (S15-S28) 

Registers in this block trigger define the actions for ten events, based on interrupts or timers.  Most 
of the timer-related registers are used in pairs:  One sets a timer threshold, the other defines an 
action that is triggered after the timer expires.  The counter threshold is set in quarter-second ticks, 
e.g. 00F0 = 15x16 ticks = 60 seconds.  The number in the action register corresponds to an entry 
in the Built-in Functionality table described in section 11. 

5.5.1 Interrupts 

S15 defines the action taken on IRQ0 and S16, the action on IRQ1.  S2E determines what causes 
IRQ0 and IRQ1:  Set bit 0(1) to trigger IRQ0 on a rising(falling) edge of I/O pin 0, set bit 2(3) to 
send IRQ1 on a rising(falling) edge of I/O pin 1.  The default actions defined in S15 and S16 is to 
wake the module up to power mode 0 on either interrupt. 
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Example for a Development kit board: 

Set IRQ0 on rising edge: enter ñATS2E=0002ò 

Toggle I/O pin 4 on IRQ0: enter ñATS15=0024ò (see section 10 for details) 

Press Button 4, which is connected to I/O pin 0.  LED 4 turns on and off. 

5.5.2 Timers 

S17-S28 define the functionality of eight timers.  The first four are used for default module 
functionality, but can be modified if needed, the defaults being shown in Table 2.  As described 
above, the first register of each pair defines the timer interval and the second register contains the 
function code.  The default functions are listed in Table 2. 

 

Number 

Timer Function 

Threshold Interval 
Function 

code 
Function 

0 4 1 sec 0011 If I am a Mobile/Sleepy end device Poll Parent for data 
and restart timer 

1 F0 1 min 0013 If I am a Sink advertise me and restart timer 

2 F4 1 min 
and 1 s 

0014 Check for neighbours in local neighbour table. If no 
neighbours are present for 5 consecutive times leave 
the PAN. Note: It takes about 80 seconds for a 
neighbour to age out of the neighbour table. 

3 F0 1 min 0016 In case I am not joined to a network scan for and join 
the next best network and restart the timer 

Table 2.  Timer defaults 

 

Example for a Development kit board: 

Set 1 sec interval on timer 4:   enter ñATS1F=0004ò 

Toggle I/O pin 4 on timer 4 and restart: enter ñATS20=0034ò 

Now LED 4 flashes repeatedly. 

All registers in this section are non-volatile, except S24 and S27 (functionalities of timer/counter 6 
and 7) whose values after power-up and reset are defined in registers S25 and S28 respectively.  
This has been done to prevent EEPROM corruption due to constant EEPROM writes when 
changing a timerôs functionality repeatedly.  So if you intend to change a timerôs functionality 
repeatedly in your application we recommend that you use timers 6 and 7.  

To disable a timer simply set either the timer register or the corresponding action register to 0. 

5.5.3 Power Management (S29-S2A) 

In order to achieve long battery life, careful power management is required.  The ETRX1 and 
ETRX2 wireless meshing modules have four different power modes (with firmware R2xx) to allow 
maximum flexibility and the longest possible battery life.  When selecting a battery, note that it 
must be able to supply the peak current when the ETRXn is transmitting ï see the ETRX2 or 
ETRX2PA product manual for data. 
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The module will boot up into the power mode defined in register S2A, which by default is set to 0.  
Register S29 contains the volatile power mode in which the module currently operates ï see Table 
3.   

In power mode 3 the microcontroller, radio and timers are disabled, so the module will not respond 
to serial commands, over-the-air commands or timed events.  Only an external interrupt or reset 
will wake it up.  Do not enter power mode 3 unless you are sure you can re-awaken the 
module.  External interrupts can be caused by a transition on I/O1 and I/O0 which are connected 
to Button 3 and Button 4 of the devboard.  Ensure that the appropriate bits of S2E are set to 
enable interrupt generation. 

On the ETRX2 an incoming character on the serial port can cause an interrupt as well, when bit 5 
of S2E is set, but note that the first character causing this interrupt will be lost. 

 

Mode FFD, COO MED, SED, no Pan 

 MCU Radio Timers MCU Radio Timers 

0 Awake Awake User defined Awake Asleep User defined 

1 Idle Awake User defined Idle Asleep User defined 

2 Asleep Asleep User defined Asleep Asleep User defined 

3 Asleep Asleep Off Asleep Asleep Off 

Table 3.  Power modes 

 

In power mode 2 the timers will keep running although both the radio and the MCU are asleep.  
When a timed action is executed the module will return to its original power mode after executing 
the action. 

Power mode 1 simply idles the MCU when it is not in use.  On a FFD (router) this mode is only 
recommended in case of light network traffic and needs to be carefully tested. 

Also note that a FFD (router) should not be set at a power mode higher than 1 as this will stop the 
device from fulfilling its routing responsibility and may cause strange network behaviour. 

5.5.4 Functionality text (S2B-S2C) 

S2B and S2C contain text strings of up to 50 bytes that can be used for specific timer events as 
described in section 11. 

5.6 Device-specific registers (S2D-S35) 

S2D 

Where the local node is either a sleepy end device (SED) or a mobile end device (MED) this 
register will contain the EUI64 of the nodeôs parent. 

S2E 

Defines the events that trigger the interrupts, and enables the use of I/O3 for the PWM output as 
described in section 6.  Also an optional de-bouncing of the interrupt pins can be activated by 
setting bit 4 of this register.  

On the ETRX2 the wake-up on serial port activity can be enabled by setting bit 5.  By setting bit 6 
the module can be configured to output the analogue A/D reference voltage on I/O0 during an A/D 
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measurement.  Setting this bit disables the port functionality of I/O0.  Bit 7 connects A/D3 output to 
pin I/O8. 

On the ETRX1 setting bit E changes the format in which the A/D readings are represented in the 
corresponding registers, from millivolts to the 10 bit reading of the actual A/D registers.  

S2F to S32 

These registers define the operation of the special function pin as described in section 6 of this 
document. 

S33 

This register provides the supply voltage in millivolts.  This can be used to remotely monitor the 
battery voltage of a module. 

6 Specialised I/O 

6.1 Tone Generation at Pin I/O3 

Instead of acting like a normal I/O, I/O3 can drive a PWM signal or a variable-frequency signal, for 
example to play a tune on a beeper (as with the devboard using ñAT+IDENTò) or to control a 
dimmer.  To set up the signal use the following registers: 

 S0F: bit 3 = 1 to set I/O direction to output (default) 

 S2E: set bit F to enable special function pin 

 S2F: controls variable-frequency signal (volatile) 

 S30:  Initial Value of S2F (non-volatile) 

 S31: also controls variable-frequency signal (volatile / ETRX2 only) 

 S32: Initial Value of S31 (non-volatile / ETRX2 only) 

6.1.1 ETRX1 Settings 

Full details of the variable-frequency signal generator can be found in the Atmega128L datasheet 
on the Atmel® website.  At the instant the special function pin is enabled (S2E bit F is set), or after 
reset (if the special function pin is enabled), the first byte of S30 is written to the OCR2 register of 
the Atmega128L and the second byte of S30 to its TCCR2 register.  

Register S2F allows direct access to the OCR2 and TCCR2 registers if the special function pin is 
enabled. 

The Output Compare Register OCR2 contains a constant 8-bit number against which a counter 
value is compared.  When the values match, the moduleôs output pin can be made to toggle.  The 
toggling rate is set by the value of OCR2 and the clock rate of the counter, which can be reduced 
from the systemôs 8MHz by a prescaler.  Several counting modes are available including PWM 
output; here we describe all that is necessary for a simple tone generator. 

The contents of Timer/Counter Control Register TCCR2 are shown in Table 4, the last row giving 
suggested values for a simple tone. 
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Bit 7 6 5 4 3 2 1 0 

Name FOC2 WGM20 COM21 COM20 WGM21 CS22 CS21 CS20 

Value 0 0 0 1 1 x x x 

Table 4.  TCCR2 register 

Force Output Compare FOC2:  not used here 

Waveform Generation Mode WGM2[1:0] = 2:  Clear Timer on Compare.  Resets the counter to 
zero when it equals OCR2 

Compare Output Mode COM2[2:0] = 1:  toggle output pin when counter equals OCR2 (guarantees 
a 50% output duty cycle) 

The counter increments at a rate set by the clock prescaler.  The rates are determined by the 
values of Clock Select CS2[2:0] according to Table 5. 

 

CS22 CS21 CS20 Description 

0 0 0 Counter stopped 

0 0 1 clk (no prescaling) 

0 1 0 clk/8 

0 1 1 clk/64 

1 0 0 clk/256 

1 0 1 clk/1024 

1 1 0 External clock 

1 1 1 External clock 

Table 5.  Prescaler ratios 

The frequency at the moduleôs output pin is given by 

ftone = 8MHz/(2×(1+OCR2)) 
where fclk is the divided 8MHz clock rate.  For example, for a 800Hz tone we need a total division 
factor of 5000 which is achievable closely by these combinations: 

Prescaler OCR2 

1 4999 

8 624 

64 77 

256 19 

1024 4 

Table 6.  Settings for 1kHz tone 

Prescaling by 64 gives the best resolution for audio tones, so we set OCR2 = 77 = 0x4D, and 
TCCR2 = 00011011b = 0x1B.  Hence we set S-register S2F = 4D1B. This is also the default 
setting of register S30 causing an audible tone as soon as the special function pin is enabled. 

6.1.2 ETRX2 Settings 

On the ETRX2 S2F represents the top value of a 16-bit counter incrementing at 12MHz.  
Whenever the top value is reached the counter restarts from zero and I/O3 is set. 
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S31 represents the compare value of the 16-bit counter described above.  Whenever reaching the 
compare value I/O3 is cleared. 

To produce a waveform of 800Hz and a 50% mark/space ratio on the ETRX2 we need to divide the 
12MHz clock by 15000d = 0x3A98.  This value is the top value of the counter at which I/O3 is set. 
In order to achieve a 50% mark/space ratio the compare value needs to be half the top value, 
namely 7500d = 0x1D4C.  Those values are also the default values of S30 and S32. 

The PWM output also serves as a DAC.  If, as before, S2F=3A98 and S31=1D4C, then the mean 
level is 0.5Vdd.  If S31 is halved to 0EA6 then the mean level is 0.25Vdd though the frequency is 
unchanged.  The exact value and accuracy of Vdd depends on the userôs power supply. 

S2F

S31

I/O3

 

Figure 15.  PWM output and compare levels 

 

Unlike the ETRX1, on the ETRX2 access to S2F and S31 is possible at any time, even when the 
special function pin is disabled.  This has no functional impact on the operation of I/O3, until the 
special function pin is enabled by setting bit F of S2E. 

7 Reviving An Unresponsive Module 

If the module is completely unresponsive, it may be in power mode 3 or the serial port settings may 
have been altered.  Go to the ñDownload softwareò page of the Telegesis website and download 
the Factory Default Utility software.  Connect the moduleôs serial port to your PC and run the 
Factory Reset Tool; when prompted execute a hard reset by pulling the reset pin to ground or 
pushing the reset button on a Development kit board.  (The screening can is a convenient earthing 
point.)  If the serial port settings have been changed, resetting the contents of register S0B over 
the air may solve the problem. 

8 Security 

Using the Telegesis AT command interface software 128-bit AES encryption is always enabled and 
the settings of the main function register decide whether new nodes trying to join the network need 
to have an identical encryption key (S03) or can obtain the key over the air from either a neighbour 
or the coordinator.  This means the decision whether to allow a node to join can be made either by 
each routing node or by the coordinator only.  In the latter case the coordinator acts as a so-called 
trust centre.  

http://www.telegesis.com/Downloads/Factory-Defaulter.zip
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With the meshing stack EmberZNet2.x the coordinator is free to leave the network once it is 
established.  So, for example, the coordinator could be a PDA or laptop used to set up the network 
and if it is configured as a trust centre and all other nodes are set up accordingly, then no 
additional nodes are allowed to join once the network has been set up and the coordinator 
removed.  

Alternatively joining can be simply disabled by altering the settings of the main function register.  
As the main function register contains security relevant settings, this register is password protected 
in the same way as the encryption key, the OEM word and the password itself.  These registers 
can be written locally as well as over the air provided the user knows the password.  

Looking at register S06 in more detail it can be seen that by default bits 2 and 3 are set allowing 
new nodes to join both secured as well as unsecured via the local node.  This is the most flexible 
way and is ideally suited to initiating a network quickly. 

If for example only bit 0 was set on all nodes in the network, a device trying to join would require to 
already know the networkôs key (in S03) and have bit 4 set in order to use that key when 
requesting to join.  Any node receiving the request to join will pass this request on to the 
coordinator, which in this configuration is the only device which is allowed to let the new device 
join. 

However if only bit 1 was set on all devices the new device can join unsecured.  This means that 
bit 4 does not have to be set on the joining device and the joining device doesnôt need to know the 
networkôs key in order to join.  The joining device will request to join without using encryption and 
the coordinator (trust centre) will pass the networkôs encryption key to the new node when allowing 
it to join.  This method is less secure as the encryption key is passed over the air and could be 
intercepted.  

To avoid requiring the coordinator in order to let a new node join the network this decision can also 
be made by any routing node (FFD) in the same way, given that bit 2 or bit 3 respectively is set on 
all nodes in the network. 

When setting bit 11 on all nodes in the network, joining is no longer possible.  The only chance of 
admitting a new node to join the PAN with bit 11 of S06 set, is the built in functionality 0017, which 
when triggered (as described in section 10) will allow joining for 60 seconds.  This allows a 
scenario in which a user pushes a button on an existing node to allow other nodes to join the 
network and then pushes a button on the new node for it to join the network. 

9 Network commissioning 

In most cases it is sufficient to command one device to establish a PAN, after which the other 
devices will join it automatically.  As mentioned in section 2, it may be necessary to disassociate 
devices from a pre-existing PAN first.  A particular situation has arisen when some users are using 
a pre-defined radio channel and PAN ID as follows: 

All the userôs devices are given a chosen radio channel and PAN ID.  At each installation, one 
device is commanded to establish a PAN.  In the factory, there is also a PAN for configuring the 
devices; modules join this PAN, are powered down without being disassociated from the PAN and 
are delivered to site in that state.  It is assumed that when powered up they will immediately 
communicate with the local coordinator, since they are already in a PAN with the correct 
parameters, but in fact they are found to be completely out of contact with the rest of the network. 

The cause of  this problem is the security key in register S03.  When left with its default value of all-
zeros, the key chosen by the coordinator is not all-zeros but a random value.  Therefore devices 
commissioned in the factory are almost certain to have a different key from the ones at each site 
and so cannot communicate with the local coordinator.  The key is always used for message 
encryption even if secured joining is not in effect. 
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The solution is to specify a common key value in S03; it is not necessary to alter the contents of 
S06 that relate to secured joining. 

10 Application Examples 

In this section there is a list of suggested applications using the ETRXn module.  This list will never 
be exhaustive, but should give you an idea about the great flexibility and versatility of the Telegesis 
ETRXn Wireless Meshing Module. 

10.1 Simple Temperature Sensor 

Let us assume we have a simple temperature sensor on a remote node and a data-gatherer node 
which sinks the data transmitted by the sensor, possibly talking to one another via several relaying 
FFDs.  

The temperature sensor could be attached to A/D1, and A/D2 can be used to monitor the battery of 
the sensing device. 

 The simplest approach would be to poll the sensor every now and then from the data-
gatherer using the ñATSREM12:<EUI64>?ò command.  The sensing node could be a 
sleepy or mobile sleepy end device as well as a router.  The advantage of the later would 
be that every sensing node is an FFD and can therefore relay messages forming a reliant 
and failsafe meshed network.  A host controller would have to initiate the polling operation 
on the data sink. 

 An alternative is to use one of the ETRXnôs built-in timers and select a suitable function 
from the list of built in functionality which is further explained in section 11, such as 0101 or 
0111 (send I/O and ADC readings to sink).  This will make the sensor send its temperature 
information to the sink periodically.  As in the previous option the sensor could be an end 
device in power mode 2, thus being battery operated. 

10.2 Switch Application 

For a classical switch application like a light switch, it is quite obvious that polling is not the right 
way forward as this would lead to a massive increase of network traffic. 

For this scenario the following methods can be considered: 

 By setting register S16 to 0100 and enabling the appropriate interrupt in S2E every falling 
edge on I/O1 will cause the switch unit to transmit the status of its I/O and both A/D 
readings to the sink, which can control the light. 

 Alternatively, the falling edge on I/O1 can wake up the switch module from power mode 3.  
Being a sleepy end device this could lead to many years of battery operated lifetime 
depending on how often the switch has been triggered and also the shelf life of the battery. 

 Starting with firmware version R211, built-in function 0019 allows a device to send the state 
of its logic inputs to another node whenever an input changes.  The receiving node will set 
its outputs to match the incoming pattern, so that switch inputs on one node can be 
mirrored to load outputs on another node. 

 Starting with firmware version R211, built-in function 001B allows a device to read the 
inputs of another device and set its outputs to correspond with them.  However, this is not 
as good as function 0019 as the local node must continually send radio messages to 
interrogate the remote node, and if a fast response is needed there will be a lot of radio 
traffic that could degrade the network.  However, the corresponding one-shot function 001A 



Telegesis (UK) Limited  
 

 

TG-ETRXn-UG-01-103 29 

User Guide 1.04 ETRX1 and ETRX2 

 

 
©2008 Telegesis (UK) Ltd  ETRXn User Guide (Rev 1.04) 
 

could be used in conjunction with function 0019 to send switching commands to another 
device and receive feedback. 

 Using simple digital logic blocks this application can be extended to serve more than just a 
single switch and also serve more than one actuator to present feedback.  The switch 
application shows four modes of operation which are both versatile and cover many 
possible applications without the need for a host microcontroller. 

10.3 Serial Port Replacement 

Where you need to control a number of devices using RS232 or RS485 (e.g. in an industrial 
automation scenario) and you do not want to wire up your production line all you need to do is 
connect the serial port of a module to your end device.  The coordinator can open a channel which 
the end device will accept by default and send the required data.  After receiving the required 
feedback the coordinator can close the channel again and talk to the next unit. 

Any prompts on the remote side can be disabled using the extended function registers S07 and 
S08, so the remote end would see nothing except a transparent link. 

Mesh networking is very reliable for automation in industrial environments as reliability increases 
with each device added into the redundant mesh.  This overcomes one of the great shortcomings 
of point-to-point radio in automation. 

Telegesis have also assembled the ETRX2 module into units with a USB (ETRX2USB) and 
compact flash interface (ETRX2CF), which is very suitable for connecting to laptop computers and 
PDAs without an RS232 port. 

10.4 Using a Host Microcontroller 

Using an inexpensive host microcontroller with an on-chip UART you can greatly extend the 
possible applications of the ETRXn wireless meshing modules.  The input buffer of the ETRX2 
module is 128 bytes, and as no command is longer than that, no buffer overflows can be expected 
during normal program operation.  For this to work it is important to wait for feedback after the 
execution of a command, i.e. do not issue a new command until you have received an ñOKò or 
ñERRORxxò prompt. 

When using a channel there are no limitations to the payload, so a buffer overflow can occur when 
sending too much data at once or where the recipient is temporarily out of reach.  To avoid a buffer 
overflow XON/XOFF or hardware handshaking should be used. 

10.5 Custom Functionality 

If you find that you have an application which you cannot solve with the predefined functionality 
supplied, and you do not want to use a host microcontroller for every device, please contact us 
about the extension of the functionality required to fulfil your needs. 

Telegesis is also happy to offer custom firmware development for the ETRX2 range of products. 

10.6 Developing Your Own Firmware 

11 Feel free to develop your own firmware to go on to the ETRX2 and 
use the modules as hardware only.  In order to do that you need to 
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contact Ember to get access to their stack and development 
toolchain.Built-in Functionality 

In this section all actions which can be triggered by any of the ten events explained in section 5.5 
are explained in more detail.  In cases where built-in functionality is triggered whilst in one of the 
sleep modes,  the module will automatically wake up to the appropriate power mode, execute the 
functionality and go back to its original power mode. 

0000 

A corresponding interrupt performs no action and a corresponding timer/counter is disabled 

0001 

Change to power mode 0.  In case this was triggered by a timer, the timer will stop.  This is the 
default setting for both interrupts (S15 and S16). 

0002 

Change to power mode 1.  In case this was triggered by a timer, the timer will stop. 

0003 

Change to power mode 2.  In case this was triggered by a timer, the timer will stop. 

0004 

Change to power mode 3.  In case this was triggered by a timer, the timer will stop. 

0005 

Change to power mode 0.  In case this was triggered by a timer, the timer will restart. 

0006 

Change to power mode 1.  In case this was triggered by a timer, the timer will restart. 

0007 

Change to power mode 2.  In case this was triggered by a timer, the timer will restart. 

0008 

Change to power mode 3.  In case this was triggered by a timer, the timer will restart. 

0010 

If the local device is an end device Poll Parent for data and stop timer. 

0011 

If the local device is an end device Poll Parent for data and restart timer (if caused by a timer).  By 
default this action is executed every second using timer/counter0 (S17 and S18) 

0012 

If the local device is a Sink advertise and stop timer (if caused by a timer) 

0013 

If the local device is a Sink advertise and restart timer (if caused by a timer). By default this action 
is executed every minute using timer/counter1 (S19 and S1A). 

0014 

Check for neighbours in local neighbour table. If no neighbours are present for 5 consecutive times 
leave the PAN. Note: It takes about 80 seconds for a neighbour to age out of the neighbour table. 
By default this action is executed every 61 seconds using timer/counter2 (S1B and S1C). 
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0015 

In case the local node is not joined to a network scan for and join the next best network and stop 
the timer (if caused by a timer) 

0016 

In case the local node is not joined to a network scan for and join the next best network and restart 
the timer (if caused by a timer). By default this action is executed every minute using 
timer/counter1 (S1D and S1E). 

0017 

Allow joining for 60 Seconds (in case it is disabled by setting bit  B of S06) and stop timer (if 
caused by a timer) 

0018 

Copy the inputs of the local device to the outputs of the device whose EUI64 is defined in S2B and 
stop the timer.  This allows a pair of devices to form a remote switch relay. 

0019 

Same as function 0018 but restart the timer. 

001A 

Copy the inputs of the remote device whose EUI64 is defined in S2C to the outputs of the local 
device and stop the timer. 

001B 

Same as function 001A but restart the timer. 

001C 

Clean up the child table by removing children that have not reported in. 

001D 

Close any open channel. 

002x 

Toggle I/Ox and stop timer (if caused by a timer) 

003x 

Toggle I/Ox and restart timer (if caused by a timer) 

004x 

Flash I/Ox (pull low) for 250ms and restart timer (if caused by a timer) 

0100 

Sends the reading of the I/O and the two analogue ports to the networkôs sink and if no sink is 
known the unit will search for a sink instead.  After 3 unsuccessful transmissions the sink is 
assumed unavailable and a new sink is searched.  If applicable the timer will stop. 

Prompt on the sink: SDATA:<EUI64>,<xxxx>,<yyyy>,<zzzz>   

where <EUI64> is the senderôs ID, <xxxx> is the reading of the I/O port, <yyyy> is the reading of 
A/D0 and <zzzz> is the reading of A/D1 

0101 

Same as 0100, but if applicable the timer will restart. 
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0102 

Same as 0100, but to charge an external RC timer I/O7 is pulled high whilst sending the data and 
left high impedance the rest of the time. 

0103 

Same as 0101, but to charge an external RC timer I/O7 is pulled high whilst sending the data and 
left high impedance the rest of the time. 

0108 

The unit sends the contents of S2B to the networks sink.  If applicable the timer will stop. 

Prompt on the sink: <contents of S2B> 

0109 

The unit sends the contents of S2B to the networks sink.  If applicable the timer will restart. 

Prompt on the sink: <contents of S2B> 

010A 

The unit sends the contents of S2C to the networks sink. If applicable the timer will stop. 

Prompt on the sink: <contents of S2C> 

010B 

The unit sends the contents of S2C to the networks sink. If applicable the timer will restart. 

Prompt on the sink: <contents of S2C> 

0110 

Sends the reading of the I/O and the two analogue ports as well as an 8-bit transmission counter 
which increments with every transmission to the networkôs sink and if no sink is known the unit will 
search for a sink instead.  After 3 unsuccessful transmissions the sink is assumed unavailable and 
a new sink is searched.  If applicable the timer will stop. 

Prompt on the sink: NDATA:<EUI64>,<nn>,<xxxx>,<yyyy>,<zzzz>   

Where <EUI64> is the senders ID, <nn> is the transmission number, <xxxx> is the reading of the 
I/O port, <yyyy> is the reading of A/D0 and <zzzz> is the reading of A/D1 

0111 

Same as 0110, but if applicable the timer will restart. 

0112 

Same as 0110, but to charge an external RC timer I/O7 is pulled high whilst sending the data and 
left high impedance the rest of the time. 

0113 

Same as 0111, but to charge an external RC timer I/O7 is pulled high whilst sending the data and 
left high impedance the rest of the time. 

0120 

Sends the contents of S2B as a RAW transmission. If applicable the timer will stop. 

0121 

Same as 0120, but if applicable the timer will restart. 

0122 

Sends the contents of S2C as a RAW transmission. If applicable the timer will stop. 
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0123 

Same as 0122, but if applicable the timer will restart. 

0200 

Show the nodeôs connection status on I/O10. LED on (pin driven low) = no connection. Blinking 
fast = Auto-searching for PAN. Blinking slow = connected to PAN. The accompanying counter 
register defines the update interval. Note: I/O10 must be defined to be an output in S0D/S0E. 

0201 

Show AT Command lineôs error status on I/O11. LED off = no error. LED blinking = error. Reset by 
successful operation producing an óOKô prompt. The accompanying counter register defines the 
update interval. Note: I/O11 must be defined to be an output in S0D/S0E. 

2000 

When triggered the number of times listed in the accompanying counter a message is sent to the 
sink containing a transmission counter and the reading of the analogue and digital inputs. Note: 
Can only be triggered by setting S15 or S16 to 400x. 

2001 

When enabling this action the command line is disabled and as soon as a number of bytes in 
excess of the number specified in the accompanying timer/counter register is received on the serial 
port, a SCAST containing these characters is sent to the networkôs sink.  If no sink is known a sink 
is searched instead.  After 3 unsuccessful transmissions the sink is assumed unavailable and a 
new sink is searched.  Note: This event is triggered by receiving a character on the serial port. 

Prompt on the sink: SCAST:<EUI64>=<data> 

where <EUI64> is the senderôs ID and <data> is the data payload 

3000 

The contents of S2B is sent to the local command line followed by carriage return.  (Please note 
that when writing to S2B the ñATò suffix needs to be omitted).  Please note that all commands 
being entered to the AT command interface at the instance this action gets triggered get 
interrupted and discarded. If applicable the timer will stop. 

3001 

Same as function 3001 but the timer will restart. 

3002 

The contents of S2C is sent to the local command line followed by carriage return.  (Please note 
that when writing to S2C the ñATò suffix needs to be omitted). Please note that all commands being 
entered to the AT command interface at the instance this action gets triggered get interrupted and 
discarded. If applicable the timer will stop. 

3003 

Same as function 3002 but the timer will restart. 

400x 

Start timer x.  If applicable the timer will stop. 

401x 

Start timer x.  If applicable the timer will restart. 

402x 

Toggle timer x.  If applicable the timer will stop. 
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403x 

Toggle timer x.  If applicable the timer will restart. 

8xxx 

Change I/O port to the LSB's (xxx) and if applicable the timer will stop. 

9xxx 

Change I/O port to the LSBôs (xxx)  and if applicable the timer will restart. 

Axxx 

Change data direction of the I/O port to the LSBôs (xxx) and if applicable the timer will stop. 

Bxxx 

12 Change data direction of the I/O port to the LSBôs (xxx) and if 
applicable the timer will restart.Glossary 

AES  Advanced Encryption Standard 

COO  Coordinator 

EUI64   Unique 64 Bit serial number of a ZigBee® device  

FFD  Full function device 

LQI  Link Quality Indication 

MCU  Microcontroller unit 

MED  Mobile end device 

PAN  Personal area network 

RFD  Reduced function device 

RSSI  Received signal strength indication 

SED  Sleepy end device 

ZC  ZigBee coordinator 

ZED  ZigBee End Device 

ZR  ZigBee Router 

13 Module Pinouts 
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Table 7.  ETRX2 pinout 

14 Trademarks 

All trademarks, registered trademarks and products names are the sole property of their respective 
owners. 

15 Disclaimer 

Product and Company names and logos referenced may either be trademarks or registered 
trademarks of their respective companies.  We reserve the right to make modifications and/or 
improvements without prior notification.  All information is correct at time of issue.  Telegesis (UK) 
Ltd does not convey any license under its patent rights or assume any responsibility for the use of 
the described product 

16 Contact Information  

Website: www.telegesis.com 

E-mail  sales@telegesis.com 

 


